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CYBERSECURITY CONCERNS FOR
EMPLOYEE BENEFIT PLANS

BMSS EBPA
PRACTICE

I

It’s been said in the business world
that your people are your greatest asset.
At Barfield, Murphy, Shank & Smith,
we couldn’t agree more. In addition
to meeting your federal reporting
obligations and avoiding non-compliance
penalties, an employee benefit plan
(EBP) audit helps provide you and your
employees with the peace of mind that
the funds will be available, and your plan
future is secure.

n recent months, the Department of Labor (DOL) has raised concerns about
cybersecurity and employee benefit plans. Employee benefit plans may be
vulnerable to cyber-attacks and thus exposed to risks relating to privacy, security, and
fraud. Plan administrators, or those charged with governance, have an ERISA fiduciary
duty with respect to the management of the plan, which encompasses the duty to
care for personally identifiable information (PII) and protected health information
(PHI).
Most plan sponsors and service organizations now use electronic means to conduct
financial transactions for the plan (such as the remittance of participant and/or
sponsor contributions) and to interface with participants (for instance, permitting
participants to electronically initiate a new loan or request a plan distribution). It is
these electronic records, and the related investment transactions, that may be at risk
to a cyber-attack. Potential at-risk PII data includes information such as social security
number, date of birth, email address, etc. While PII might seem to be an unlikely
target, it has significant value to cybercriminals since it is permanently associated with
an individual (unlike a credit card account number, PII cannot be easily “cancelled”)
and therefore can be exploited over a longer period of time.
For plans that utilize service organizations for most (or all) of their electronic records
and investment transactions, a common misconception may be that those plans have
relatively little risk if the service organization’s SOC 1 report on controls has no
issues. It is important to note that a SOC 1 report addresses a plan’s internal control
over financial reporting, but does not address the broader entity (or plan)-related
cybersecurity controls and risk.

Where to Start?
Plan management and those charged with governance of a plan should evaluate their
plan’s cybersecurity governance as part of the overall risk assessment and start the
discussion in the Audit, Administrative or Benefit Committee meetings. Some initial
questions to help start the conversation include the following:
Who is in charge of cyber security for the plan sponsor?
Has this individual or department considered the potential cyber risks for the
employee benefit plan?
What would be plan management’s response if notified of a data breach
by one of their service providers or an employee? In such a situation, what would
be the sponsor’s obligation to the plan and to the participants?
Has plan management identified the key individuals/providers involved in
processes for the plan (e.g., who does what, when and how)?
Does the sponsor require mandatory training on cybersecurity for all employees?

Choosing Barfield, Murphy, Shank &
Smith to conduct your next EBP audit
is an exceptionally wise decision. We
believe that the audit process is an
opportunity, not a burden. We don’t
bring stress and complexities; we bring
fresh ideas and enhanced efficiencies.
Our professionals receive specific annual
training in employee benefit plan audits
and will help you to understand your
plan, determine the most streamlined
audit process tailored to your plan
and offer recommendations for
improvement.
You won’t pay absurdly high fees often
charged by larger firms. You won’t have
daily interruptions to your business. You
won’t have a revolving door of new
faces to work with. What you will have
is an engagement team that is extremely
clever and focused, efficient with their
work and committed to providing an
audit experience that will leave you
eager to do it all again.
Thought Leaders:
Derrel Curry, CPA, CGMA
dcurry@bmss.com

Jaime Sweeney, CPA
jsweeney@bmss.com

What are the current legal and regulatory concerns?
Brian Harney, CPA
bharney@bmss.com

What are the applicable state laws should there be a data breach?
continued...

READ MORE
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CYBERSECURITY continued...

A potential next step would be to then
start cybersecurity discussions with the
plan’s third-party service providers and
to review current policies or procedures
relating to data security, including
passwords, social media, document
retention, internet privacy, etc. Even
seemingly mundane employee-related
policies may need to be considered
since, according to a 2016 Association of
Corporate Counsel Foundation report,
employee error is the number one
reason cited for cause of breach.
What about Cybersecurity
Insurance?
Cybersecurity insurance is a growing
market. Most organizations are familiar
with their commercial insurance
policies, which provide general liability
coverage to protect the business from
injury or property damage. However,
standard commercial insurance policies
may not cover cyber risks. Since the
specific cyber risks vary based on
industry, policies for cyber risk are
more customized than other types of
insurance policies and can be based on
a variety of factors. Such factors include
the type of data collected and stored by
the entity, the entity’s presence on the
internet, how employees and others are
able to access data systems along with
any IT updates and disaster response
plans. Coverage may also include liability
for security or privacy breaches, costs
associated with a privacy breach or
business interruption.
In summary, cybersecurity is a growing
concern for all entities, including
employee benefit plans. This issue is
expected to become more pressing
with each new announcement of a
system failure or data breach. Plan
management and those charged with
governance need to assess their plan’s
risks and develop a specific strategy to
address those risks as unfortunately,
there is no “one-size-fits-all” approach
related to cybersecurity.

AICPA EMPLOYEE BENEFIT PLANS
(EBP) CONFERENCE

T

he recent AICPA EBP Conference
(held May 2016) covered a wide
variety of topics related to employee
benefit plans, including updates from
the federal regulators, key upcoming
accounting and auditing changes
impacting EBPs, etc. Below are some of
the topics discussed:
Accounting Standards Update (ASU)
2015-07, Fair Value Measurement
(Topic 820): Disclosures for Investment
in Certain Entities That Calculate
Net Asset Value per Share (or its
Equivalent) - removes the requirement
to categorize investments for which
fair values are measured using NAV as
a practical expedient in the fair value
hierarchy. However, it is required to
disclose the amount measured using
NAV as a practical expedient so that
financial statement users can reconcile
the fair value of investments included
in the fair value hierarchy to total
investments measured at fair value on
the statement of net assets available
for benefits.
ASU 2015-10, Technical Corrections
and Improvements – a change to the
definition of “readily determinable fair
value” (RDFV) has the potential to
change previously reported fair value
hierarchy levels for many investments
that previously used the NAV as a
practical expedient in both retirement
accounts in plan sponsor financials as
well as investments reported in EBP
financial statements. Based on the
revised definition of RDFV, investments
such as pooled separate accounts
(PSAs) and common/collective trusts
(CCTs) may no longer qualify to use
NAV as the practical expedient.

ASU 2015-12, Plan Accounting:
Defined Benefit Pension Plans
(Topic 960), Defined Contribution
Pension Plans (Topic 962), Health
and Welfare Benefit Plans (Topic
965): (Part I) Fully BenefitResponsive
Investment Contracts, (Part II)
Plan Investment Disclosures, (Part
III) Measurement Date Practical
Expedient (ASU) – reduces the
complexity in EBP plan accounting.
Public Company Accounting
Oversight Board (PCAOB)
Auditing Standard No. 18, Related
Parties – establishes requirements
regarding the auditor’s evaluation
of a company’s identification of,
accounting for, and disclosure of
relationships and transactions
between the plan and its related
parties for plans that are subject to
filing Form 11-K with the Securities
and Exchange Commission (SEC).
Cybersecurity – cyber risks to
EBPs is a current focus for the
Department of Labor (DOL), who
discussed its concerns as to how
both plan sponsors and service
providers are addressing plans’
cyber risks.
DOL’s Employee Benefits Security
Administration (EBSA) - it was
announced at the conference
that the first and long-time Chief
Accountant of the EBSA, Ian
Dingwall, will be retiring effective
January 2017.

READ MORE
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FORM 5500 UPDATE
2015 Compliance Questions

T

he Internal Revenue Service (IRS)
instructed that plan sponsors should
not answer the newly added compliance
questions on the 2015 Form 5500 and
Form 5500-SF since the new questions
had not yet been approved by the Office
of Management and Budget (OMB).

2016 Compliance Questions

extension of Form 5500, Form 5500-SF,
Form 5500-EZ, Form 8955-SSA, and Form
5330. It permits an extension of two and
a half months past the required due date
(with a six-month extension for Form
5330).

In March 2016, the IRS announced
proposed changes to the 2016 Form 5500
Series returns (including Form 5500, Form
5500-SF and 5500-SUP). These changes
incorporate updated/more consolidated
versions of the 2015 compliance questions. A few reminders:
Proposed questions include the following:
For first-time filers of the Form 5500
The trustee, custodian and Form
series, Part II, Question 1 must be
5500 preparer’s name and contact
checked.
information
Plan sponsors must use a separate
Basic information regarding methods
Form 5558 for each return (it is not
used by qualified plans to satisfy
permissible to provide a listing of
nondiscrimination requirements,
returns on one filing). However, a single
including ADP/ACP testing methods
Form 5558 may be used to extend
and minimum coverage
both Form 5500 (or Form 5500-SF)
and Form 8955-SSA for the same plan.
Timing of in-service distributions for
plans subject to minimum funding
A signature (generally the plan
including defined benefit and money
sponsor’s) is required if extending the
purchase plans
Form 5330, but not for extensions for
the Form 5500 series or the Form
Whether a plan received a favorable
8955-SSA.
advisory, opinion or determination
letter with related information
Form 5558 is still a paper-only filing
with the IRS (electronic filings are not
If required minimum distributions were
available at this time).
made to more than 5% owners
The IRS also will provide a 2016 Form
5500-SUP that will be used to report
these compliance questions to the IRS
if these questions are not answered
electronically on Form 5500 or Form
5500-SF. Form 5500-SUP will be a paperonly filing.
Form 5500 Extension Reminders

Form 5558, Application for Extension
of Time to File Certain Employee Plan
Returns, is used to file for an

THE PLAN SPONSOR’S
FIDUCIARY ROLE

W

hen discussing the role of the plan
sponsor as the fiduciary to a plan,
it is important to note that the role of
fiduciary extends to specific individuals
within the plan sponsor organization.
Identifying those individuals depends on
job functions performed on behalf of the
plan and is not based solely on a particular

job title. Within the plan sponsor
organization, plan fiduciaries will
often consist of a named plan
fiduciary, any committees charged
with the governance/ administration
of the plan (which can include the
audit committee, plan committee
and/or a plan investment committee,
etc.) as well an anyone else involved
in decision making for the plan.
Once fiduciaries within the plan
sponsor are identified, it is important
that these individuals understand
their role and responsibilities as
set forth under the Employee
Retirement Income Security Act of
1974 (ERISA). In brief, plan fiduciaries
are to act solely in the interest of
the plan participants with the overall
goal of providing the participants
with benefits. Fiduciaries are required
to diversify the plan (per ERISA
stipulations), ensure the plan is being
administered in accordance with
the plan document, monitor
the plan’s service providers, and
ensure that the plan is only paying
reasonable fees.
The plan sponsor’s fiduciary duties
and responsibilities encompass both
the day-to-day plan administration
and larger tasks such as timely filings
with regulatory agencies and plan
audits (if required). Since a fiduciary
may not fully “delegate away” its
responsibilities, the plan sponsor
should ensure that third parties hired
have the appropriate experience,
qualifications and credentials, and
performance record.

READ MORE
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DOL “CONFLICT-OF-INTEREST” FIDUCIARY RULE RELEASED
discretionary advice and meets certain
other stipulations.
The final regulation also specifies that
certain communications and activities are
not considered to be recommendations,
which addresses concerns noted during
the proposal public comment period that
recipients may come across information
that should not be treated as fiduciary
investment advice. Communications and
activities excluded from the rule include
the following:

I

n April 2016, the DOL released the
final ruling regarding the definition of
who is a fiduciary and its role with respect
to providing investment advice. The new
regulation (also referred to as the “conflictof-interest” rule) is designed to close legal
loopholes permitting retirement advisers
to recommend investment products that
are more profitable to the adviser and not
necessarily in the best interests of their
clients. This is the first significant regulation
addressing investment advice since 1975
and reflects the greater role played by
participants in investment decisions,
through participant-directed 401(k) plans,
individual retirement accounts (IRA), etc.
Prior regulations required an adviser
to satisfy each part of a five-part test
before the provider would be treated as
a fiduciary adviser. If an adviser did not
satisfy one of the tests, the adviser was
permitted to operate with conflicts of
interest that were not required to be
disclosed to the client and was granted
limited liability under the federal pension
law. The conflict-of-interest rule replaces
the five-part test and instead provides new
broader set of principle-based rules along
with exemptions to allow certain
broker-dealers, insurance agents and

others to act as fiduciaries while receiving
compensation as long as they ensure that
the advice provided is impartial and in the
best interest of their clients.
Under the new regulation, a service
provider is considered to be rendering
investment advice if they receive feebased or other compensation (whether
directly or indirectly) that relates to
providing guidance or assistance with the
purchase or sale of securities or other
investment property or the management
of such investment property. The
regulation stipulates what constitutes a
“recommendation” and indicates that
classification as a recommendation is
based on the content, context, and
presentation of the information and
whether the information would be
perceived as advising the recipient to
partake in or refrain from taking a
certain investment strategy.
A broad exemption under the
regulation permits providers to receive
compensation from selling certain
products that might otherwise constitute
a prohibited transaction. The Best
Interests Contract (BIC) exemption is
available if the provider offers only non-

Participant education, such as certain
interactive investment materials,
which seek to provide participants/
beneficiaries with investment options
available under the plan.
General communications, such as
newsletters or other broadly-focused
communication not tailored to any
one specific plan or participant.
Although compliance with the new
regulations begins in April 2017, the
DOL has adopted a phased
implementation that includes a transition
period from April 2017 to January
2018 for the various exemptions
covered under the new regulations.
This implementation period is expected
to allow service providers to prepare
for the compliance requirements and
to adjust their status, if needed, from
nonfiduciary to fiduciary status.
For further details see webapps.dol.
gov/FederalRegister/PdfDisplay.
aspx?DocId=28806.

READ MORE
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HOW TO MEASURE THE QUALITY OF
YOUR EBP AUDITOR
Jaime Sweeney, CPA - Senior Manager

A

2015 U.S. Department of Labor (DOL) report found that nearly 4 out of 10 EBP
audits contained major deficiencies which would lead to the rejection of a Form
5500 filing (the study may be found at https://www.dol.gov/ebsa/pdf/2014AuditReport.
pdf). Among CPAs who perform only one or two employee benefit plan audits a year,
over three quarters of the work was found to be deficient.
Some of the findings indicate:
The percentage of plan audits that do not comply with professional audit standards
has increased from 23% in 1998 to 33% in 2004 and to 39% in 2014.
CPA firms with smaller employee benefit plan audit practices have significantly
higher overall deficiency rates, but their audits also had an unacceptably high
number of deficient audit areas.
CPAs who performed one or two employee benefit plan audits annually had a
76% deficiency rate.1

In November 2015, the Chief Accountant of the DOL began an “email campaign”
which involved sending emails to plan administrators offering directives to take the
quality and competence of their employee benefit plan auditor into consideration.
Specifically, the DOL indicated that plan sponsors should:
“Select a qualified CPA… to perform an audit… [It] is a critical responsibility….”
“Substandard audit work… can result in significant civil penalties being imposed
on the plan administrator [that is, the plan sponsor]” and that…
Care should be taken… to select a CPA who possesses the requisite knowledge of
plan audit requirements and expertise to perform the audit… 2
The DOL specifically addressed five factors to evaluate the qualifications of a CPA firm
in your selection process to be your plan auditor. Two of those factors are….
The number of employee benefit plans that the CPA audits each year,

www.BMSS.com

DID YOU KNOW?

?

Under the Health Insurance

Portability and Accountability Act
(HIPAA) Privacy Rule, individually
identifiable health information
of deceased individuals is

protected for 50 years after the
individual’s death.

DON’T FORGET!
PLANS WITH DECEMBER 31st
(CALENDAR) YEAR ENDS

Final Form 5500
deadline - Saturday,
October 16, 2016 (which
automatically becomes
Monday, October 17). To
be eligible for this extended
deadline, Form 5558 must be
filed on behalf of the plan on
or before the first deadline.

The extent of specific annual training the CPA received in auditing plans.
At Barfield, Murphy, Shank & Smith, we have a specialized team of 12 auditors (with a combined experience level of greater than
100 years) who performs over 30 employee benefit plan audits annually.
The DOL indicated in their report that a firm who is a member of the AICPA’s Employee Benefit Plan Audit Quality Center
(EBPAQC) statistically has fewer generally accepted auditing standards deficiencies. Barfield, Murphy, Shank and Smith has
voluntarily been a member of the EBPAQC since 2012. By joining, we have agreed to meet specific experience, training and
practice monitoring. Of the firms included in the DOL’s study, only 32% were members. Non-members of the EBPAQC had a
deficiency rate of 82.3%.
Is your current plan auditor a member of the EBPAQC? If you are unsure, you can find out here at the AICPA EBPAQC Member
Firm List (http://www.aicpa.org/InterestAreas/EmployeeBenefitPlanAuditQuality/Membership/Pages/Find%20a%20Member%20Firm.
aspx). BMSS would enjoy the opportunity to speak to you about this critical fiduciary function. We have the necessary expertise
and experience that you want your plan auditor to have.
1 The report, entitled Assessing the Quality of Employee Benefit Plan Audits can be downloaded at https://www.dol.gov/ebsa/pdf/2014AuditReport.pdf
2 Clarification and emphasis added
www.BMSS.com
1121 Riverchase Office Road
Birmingham, AL 35244
205.982.5500

